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stract ; Differential constellation trace figure( DCTF) has been demonstrated good performance on radio

frequency fingerprint( RFF) identification. However, DCTF produces severe blurring under the low signal-

to-noise ratio( SNR) level. In order to improve the recognition accuracy, the attention residual convolutional

neural network model, namely the DCTF-Res2Net model, is designed. The attention module is added to

improve the recognition accuracy of DCTF when the network extracts features,and the label smoothing loss

fun

the

ction is combined with the network model,which effectively alleviates the interference of the outliers in

DCTF to the network model. In the experiment,a complete dataset of DCTF is constructed according to

different transmission methods and transmission scenarios,and the DCTF-Res2Net model is used to classify

them. The experimental results show that the proposed DCTF-Res2Net model can achieve higher recognition

acc

uracy than the traditional residual network under the SNR level of 5 dB.

Key words: radio frequency fingerprint ( RFF ) identification; physical layer security; differential

constellation trace figure (DCTF) ;attention residual network
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Fig. 1 Overall system diagram
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Fig. 9 Comparison of accuracy of DCTF-Res2Net model
in different scenarios
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