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Frequency Hopping Signal Emitter Identification
Based on Demodulation and Reconstruction

LIU Renwei,ZHA Xiong, LI Tianyun,ZHANG Xinliang, GONG Pei

(Information System Engineering College , Information Engineering University , Zhengzhou 450001, China)

Abstract : Most of the existing methods for frequency hopping (FH) signal emitter identification focus on
the characteristics of hopping transient time. However,the short transient time makes it difficult to capture
and locate accurately. Therefore, a new method of emitter identification based on demodulation and
reconstruction is proposed. This method can effectively use the steady-state information of FH signal for
emitter identification. Firstly,the FH signal is timed to extract the baseband waveform of each hop. Then,
the symbols of each hop are demodulated and passed through the ideal shaping filter to obtain the ideal
reconstructed baseband waveform. Finally ,the original waveform and the reconstructed waveform are sent to
the neural network to get the classification results. The distortion model and parameters’ range of the
transmitter are given. After many tests,the recommended values range of network parameters are given,and
the verification experiments are carried out. Experimental results show that this method can effectively
complete the task of individual recognition of FH signal emitter.
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Fig. 1 Distortion model of I/Q modulation transmitter
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Fig. 2 Power spectrum diagram of ideal/actual frequency source
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Fig. 9 Recognition accuracy under different samples per symbol
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