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Abstract: For the problem of low resource utilization when optimizing the reliability of service function
chain(SFC) , a reliability optimization algorithm for SFC based on feature association is proposed. First, the
advantages of the underlying node as a candidate node for virtual network function ( VNF) instances are
evaluated from the resource availability rate,the density of surrounding resources,and the centrality of the
entire network ,and the advantages of VNF instance as an alternative object are evaluated from the node
degree and bandwidth traffic of VNF instance. Second ,backup underlying nodes for the VNF instance with
the highest superiority are selected one by one until the reliability of all SFCs meets customer
requirements. When selecting backup underlying nodes for VNF instances, a backup node selection
algorithm based on resource feature association awareness is proposed. The algorithm associates the
underlying node mapped by the current VNF instance with the adjacent nodes of the underlying node of
other VNF instances to be backed up. While selecting the optimal backup underlying node for the current
VNF instance, it reduces the link overhead when selecting the backup underlying node for other VNF
instances to be backed up. The simulation results show that compared with that of the existing algorithms,
the number of backup instances is reduced by about 29% ,the backup bandwidth resource consumption is
reduced by about 42% ,and the SFC acceptance rate is improved by about 12% .

Key words: network function virtualization ( NFV ) ; service function chain ( SFC) ; service reliability;
resource backup ;feature association
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