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Design of Secure Transmission Scheme for MIMO-SWIPT
System Assisted by IRS and Artificial Noise

YAN Wancai', LI Fangwei’, WANG Mingyue'

(1. School of Communication and Information Engineering, Chongqing University of Posts and Telecommunications

Chongqing 400065, China;2. Chongqging Key Laboratory of Public Big Data Security Technology , Chongqing 401420, China)

Abstract; For the information security problem of energy reveiver as potential eavesdropper in multi-
antenna simultaneous wireless information and power transfer ( SWIPT) system, a physical layer security
transmission scheme assisted by intelligent reflecting surface (IRS) and artificial noise is proposed. Firstly,
considering the transmit power,energy harvesting threshold and unit module constraints of IRS,a nonlinear
and multivariable coupling nonconvex problem is established. The beamforming matrix, artificial noise
covariance matrix and phase shift matrix at IRS are jointly optimized to maximize the system secrecy rate.
Then the nonconvex objective function is transformed equivalently based on mean square error criterion and
the nonconvex energy harvesting constraints are treated by Successive Convex Approximation ( SCA )
method. Finally,the transmitter variables and IRS variables are obtained by Lagrangian dual method and
the Majorization-Minimization( MM ) algorithm based on price mechanism respectively. Simulation results
show that the proposed algorithm can significantly increase the secrecy performance and guarantee the
energy harvesting requirement as compared with existing schemes.

Key words ; simultaneous wireless information and power transfer( SWIPT) system ; multiple-input multiple-
outpu( MIMO) ; physical layer security ;intelligent reflecting surface (IRS) ;artificial noise
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Wirelesee Information and Power Transfer, SWIPT) , &
KA1 RE AT R G — i sl e r £
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I, Bt He IO i B AR PR B R BT v

B HE [ S5 1 (Intelligent Reflecting Surface , IRS)
JE— A T S HL 2B e ARCER e T8 A7 M R R
&SI S NN & U8 vy |
J o 3 AT T T S R P4 o e VA R A SR 5 MR B
HARS , EHE S FR S 5 RE S AR 16 A [ 19 75 oK 2
e, S ICLAR T8 1Y EORAC 1, AT 3 5 55 1) 55
BE S NIk IRS B 2 e ek
1R ARG RERI 5 M bL B 8 R 5 ML i 22
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IR (AN SR S
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AT AR RS & TR P RS T 3 1
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(75 5 S B 0 SR SR B v 1) R S A 8 S A A5
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V18 SRR S R N T 5 B TRS A Y s S
HERS S KA T R AR . SIEGZ A 2
1 ( Multiple-Input Multiple-Output , MIMO ) 3815 A L,
SWIPT #4511 AR 1Y RE = WA 200, LAk [ et
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Ks~CN(0,1,) FRFFEMmMILEHRL; Ve max Ry (V. Vy, @) (9a)
C " R R S e SRR A I, d R R T, s.t. CLTe(VW'+v, V) <P, (9b)

B E d<min | Ny, N, | ;0 Fn AR TR i
fEn~CN(0,Z), RIME N F W Iy 256 00 Z;
V, e C T OIS R g B 2 K Z MO
TRZ=V. V],

4 BS-IRS 5 #  BS-Eve §% % . IRS-Eve £ }% I
IRS-IR HE sy M E Rk GeC " H, e C "W,
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GITE BUE 5h
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MR 9(ER 0, 528 o,
T2, IR F1 ER AY{5ME L4351
y,=H,VV'H!(I,+H,V.ViH)", (4)
YE:HEVVHEE<INF+HEVEVEEEI)_10 (5)
Kot H, = H, 96 H, = (H,y +H,, DG) .
o o

ERr Y RN N € R DN N BN S
SR RN

Rlzlb“wl""yl‘, (6)
REzlb‘INE+7E‘; (7)
RSE(?(V’VE’¢>=[RI_RE]+O (8)

XA [ ] TN max{0,x}

2 Eikigit

ARSI H AR R i oRAk RS B9 MIMO-SWIPT
RGULE AR A AE 0] 43 ol & S i AR R A IRS
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A5 Al DB A IR RS AR

C2:Tr(H (VV'+V . VIYH!Y=E, (9¢)
C3:|¢,|=1,Yi=1,2,--- M, (9d)
Ao, & AR i R AR IR AR B VORI TR S
5 20 A Vs CL RS YIRA W Py MK K
SUE C2 MR R BE R AE i, 4RO ER 1Y
TS TRR ; C3 /R IRS ML A0 B4 AY BA L7 B 24 o
T B AR eRECH P A X BRI 22, IRl ik €2 1 C3
BgAe o), R (9) Sy 278 Al A AR i
ARIRE, S T ke 3R [l 8, 1 5 T SO H s R AL
AN N 5 T AL BRIE 28, AR R
RSEC(V7VL‘ ,di):
Ib| 1, +H VV'H]' (1,+H,V,V{H )" |+
Ib| 1, +H,V,ViH} |~

Ib|1, +H,VV'H+H V, Vi H} |, (10)

I % 5 ¥4 77 1% 2% (Mean Square Error,
MSE) iy &1 BIABB M U (ie {1,2]) M
W.(je{1,2,31), ALK (10) H g A1, 42 Fl A3
3 M EE AR R R N AR A, AR SR [ 19 ] B
A1, 06T mxm AR pREL,

E(U,V)A(I-U"HV) (I-U"HV)"+U"NU,
(11)
N BRI EH R, AT 2458 .
Ib| I+HVV'"H"N ' | =maxlh |W|-Tr(WE(U,V))+m,
(12)
—lb\E\=rg§10xlb\W\—Tr(WE)+mo (13)

BT BRSSO H AR R EGHA TS

AL 5 N
Al= max Ib|W, |-Te[W,E (U,,V,V,) ]+d,

WIB(),I
(14)
£H.E (U,,V,V,)=(I,-U" H,V)(1,-U' HV)"+
U'\I,+H, V., Vi H)U, .,
G348 K A2 B N
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(15)
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Ul U,,
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~A3=max Ib | W, |=Te[ W,E,(V,V,) J+N, . (16)
X E, =INE+IN{EVVHEE+HEVEVSFIEO

BB R AL, A2 T A3 AL (10), FELfk
("] Rt 488 Sy
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VoV W =0,W,20,W3=0,U,,U,, @

lb‘ W1 ‘—Tr[ W1E1(U1,V»VE)J+
lb‘ W2 ‘—Tr[ WZEQ(U27VE>]+

1b ‘ W, ‘—Tr[ WzEz( V,Ve) ] (17a)

s.t.  ClL:Te(VV'+v, Vi <p,, (17b)
C2:Tr(H (VW'+V,VHH!) =E, (17¢)
C3:|¢,|=1, Vi=1,2,-,M, (17d)

A (17) KRB X TAERU, (ie [1,21]),
W.(je{1,2,3}),V,V, fl & (N Ak )8, 7 2
KBS RARARIN 7%, 8 L3R [l SR 0 B 3 A>T 1)
A AR R R AR [ 5 At 1 2% o LUK fig o rp—
Aok — 2 AR B B AR, 78 Uk 3% AR AR SRR SR
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2.1 KBHHEEU W,

HRTE AT RN IR AL R OE AR M v N T
WEFS B 2553 R vV, LIRS MR AR @, H LA
SRABSEBNAS R U (ie {1,2)) ,W(je {1,2,3]) Ik
Pl HT AL, A2 Fl A3 7845 HA RS, 45 A
HRT U(iell,21),W,(je{1,2,3})RMR%EL,
FRAE T LA ), L0 o R B A, TR 43 S AL
FA2 SRS HRHCN 0 AT1E

U= (I+H,VV'H}+H,V,ViH) 'H,V,
(18a)
U= (I+H,V,ViH,)'H,V;,  (18b)
¥RA5 0 oy o oy AR A S (12) Fial
(14) , FHARHE SRk 20 ] W] 15
Wl)pt =[(I_U1HIV> (I_U1HIV>H+U?(I<1+HI VE Vg HI)UI ]_1 s
(19a)
W;m:(INE+HEVEVEFIE>_IFIEVE’ (19b)
Wt=[1, +H,VV'H+H,V,ViH}]™", (19¢)
2.2 kBEHmTEVHV,

Zoid bRiE B s RS B B A A AR
A (20), [ IRS HEE K @, BVER IRS (1) 5
PRI, IR B H0m, nlRE O Ak In] B 4y
min Tr( W, U HVV" H!' U,) +

V.V
(WU H V,ViH'U,)-
Te(W, U HV)-Te(W, V' H' U,)) +
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Te(W,UYH, V, Vi H U,)-
Te(W,UY H, V) -
Te(W,Vy H! U,) +Tr( W, H,VV" H}!) +

Te(W,H, V, Vi H}) (20a)
s.t.  CL:Tr(VV"'+V, V) <P, (20b)
C2:Tr(H (VV'+V . VIYH!) =E, (20c¢)

SRARAALIND T (20) 1% 32 ZEME 2 AF T 8 B g
Ly C2 AR 2R, AR SCER[ 21 ], FTRARIA C2
B — B 2= 8 8 JF A1 3 AR OR S 3 ((Jensen
inequality ) , ¥ C2 G1E

2Re!{ Tr(H (VV"+V, VIYH!) | =
E+Tr(H (VV'+V, VIYHD) | (21)

4 H,=H'U W, U'H +H!WH, Al H, =
H'U W U'H +H!U,W,UH, + HIW.H, , 7 %
QD AMAH b(V, V)= E+Te(H (VV'+V,V})
HY) JFIHRLHS B H XS 7 k5] AT A>0, 135
AR A I H R
L(V,V, \)=Te(V'H,V)+Tr(VIH,.V,)

Te(W,UYH,V)-Te(W,V'H'U,) -
Te( W,UYH, V) -Tr( W,VEHU,) +
A(Tr(VIV)+Te( ViV, =P . (22)
X {8 PR ECH
h(A)=min L(V,V.,A)
Xoffiy ) Ry
max h(A) s.t. A=0, (24)
SIAXHBAS R w=0 AbHRE R L H .
LV, V  A,uw)=Te(VI(HA+AI)V) +
Tr(Vi(H, +AI)V, ) -
Te(W,U'H,V)-Te(W,V'H'U,) -
Te(W,UYH, V) -
Te(W,VIHIU,) -AP +
ub(V,V.) =2 Re | Tr (H, (VV"+
ViVOH) | (25)
S3R%E VAV SRS I F 8 0,47
V()= (H,+AD) " (H'U,W,+uHH,V)
(26a)
V' (w)= (Hy+AD) '(HYU,W,+uHH,V,) .
(26h)

T REAR I AR R i A ek R AR AR L R 7oK
WERE X H, FNH ,, SEATRRAE (501 .

H,=SAS" H,,=R3R", (27)

FIH N 200 e 191H

st 2(21), (23)
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. max(b(V,Vy)=2Re | Te(V'H{H,O(A\) HYU,W,) +Tr( ViH H I (A) H{U,W, | ,0) (28)
H 2(VHYH, O\ B, V) 2T (VI H, T (V) B (V) °
AH:0(1)=S(AI+A) ™' $";T(A)=R(AI+3) "' R";A Te(W,U'H,V) -Te(W,V'H'U,) -
(0 (T 3 5 2R A P
A(Te(V(A) VL) +V (X)) V(M) =Pg) )= 0, Tr(W,UyH, V) -Tr(W,ViH{U,) (32a)
(29) Cl.Tr(H V‘ii‘ V.VIOYH" =E 32b
SR (30) M) A =0, R sy St CLT(H((VVIAV Vi) Hy) =E, - (32b)
C2:|¢,|=1, Vi=1,2,---,M, (32¢)

R HME,
Tr(V(0)V'(0)+V,.(0)Vy(0)) <P, (30)
P(A)=Te(V(A) VI (A)+V(A) VE(A)) =Py,
(31)
KA A W A REE (B D) IR .
VIR SR & R R AR A, FIA
Repeat ;
LIFBE A= (A +4y) /2
2 MRHE R (28) Wi w HYME
3 AR (26) A V(L) V(L)
43FER G I P(A) =P B A=A /N, ¥
A=A
Until [A, -, |<e
B A
Kt VRV, B SCA BE (B 2) R,
WAL VO VY IO BE &, e RIEIRKEL 0, T
K (26) HiwREUE F

Repeat n
1 n=n+1
2HE b (V, V)= E+Tr(H (VVE+V VI HY)
3FIH O (V, V) It 5 s 1 RE A B, SR A
V(n) ’Véro
4 7R (20) T B AR R A FO
Until n>n,, 8 |FW-F"Y |/F™W <e
B v v
SCRR[ 19 ] EUEIAE L 2 SRS E KKT A&, i
T o R X, B aE 08 15 21 X (20) B9 i
Pefi
2.3 KRBERERSHIERER @
A/NHERAER U (ie {1,2)),W.(je |1,
2,30) DL R St AR B VOV, #R IS8 E () oK
fi IRS MRS AR ME I LM, 068, TR IIR A
Hvmv, Fx,  H VMV, #AEREME, LA
BINRARG, EX W=VV" Z=V, V] flV, =
WHZ AR A AH RS B A [r] AN T
min - Tr(W, U'HV.H'U)+Tr(W,UVH ZH'U,) +

Bl B2
Tr( WSEEVXT{I: ) -

B3

HI T AR AE I LI C1 Fl IRS HLfi A2 TR
C2, M) (28) NRE BLHOR M, & Joks H AR R B AT
M E R EUH RS B MRS A S @, Bl ~BS
AT LA 545 R AR B
Bl :%Tr( WU\ H,®GV,(H, ®G)" U,)=

g,

1
—Tr( PGV, G"®"HLU, W, U" H,,)

o,

(33a)

1
BZZjTr( WZU?(HDI«J-I-HHEQPG) :

Oy

Z(HDE+HHE QG) ! U2):
1

2

gy

Tr( DGZH) M, H ) +

Tr( (pHHI}:EMz HI)EZGH) +Ct1 ) ’

(Tr(PGZG"®"H  M,H,,) +

(33b)
1

B3=f2Tr( W.(H,.+H, . PG) -
Oy
VX(HDE+HRE (I)G)H):

1

7(Tr( @GVXGHfPHH:E W, H,. )+

o-h
Tr(®V,GH', W,H,,) +

Tr(®" HngsHDE Vi GH)+Ct2) ’ (33c¢)

1
-B4=—(Tr(®PGVW, U} H,,) +

g,

Te(HY, UW' V' G" @")) (33d)

1
-B5=—(Tr(®GV, W,U" H,, )+

Oy
Te(H, UW! VI G" d")+C,) (33e)
Ki.M,=U,W,U};C,,C, il C, ¥IRFHE, 550k
C,=Tr(H,ZH). M,)) ,C,=Tr(H,, V, H). W,)),
C,=Tr(H,, V, W, U))+Te(U,WY VI H}).)) .
Bk IRS AHBSHE [ @ Hb g o AR % B A

1
D:ﬁ( GZng: v, WzUlz{ H +GVy Hf)lk: W.H,,) -
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VE— o RI 1 1 1 RI

gy

1 H H
ﬁ(HRE W.H,.+H,, U,W,U, HRE) s

Oy

| H |
PV=07HR1U1W1U1 HRI+07HRE W, H,,
1 E
Q,=GWG",
I s e BT LA 5
f(D)=Tr(®" P, DQ,. )+Tr(D" P, PQ,)+
Tr(®D) +Tr(®"D") , (34)
) B % T RE R 2R,
Tr(H,V H})= iz( Tr(PGV,G"P"H, Hy, ) +
E
Tr(H,y; Vi HgE) +
Tr(®" H}, H), Vy G")+
Tr(MVXHgEHRE>>’ (35)
R
Tr(®" H}}, H,, PGV, G") +
Tr(®"H,, H, V,G")+
Tr(PGVy Hyy, Hyy) BUEE_TI'(HDE Vi Hy). (36)
FHISCHR 22 ] il iz S r e T, A
Tr( ¢HP\’E¢Q\‘E>: ¢H(PVE®Q{'E)¢’ (37a)

Tr(@"P,@Q,)=¢"(P,OQ\)¢d, (37b)
Te(@'D")=d"(¢" ), (37¢)
Tr(®D)=d'd. (37d)

Ao OFIRMG IR ISR T d F1 @ 43 5 M FERE D F
D X FATC R AT & 5" Ron ¢ MALHIE5,
TI& Ak lm) AT DL R

m(gn " Xp+2Re{p" d” | (38a)
s.t. Cl:¢"Tp+2Re{p"e” | =1, (38b)
Cz:‘d)i‘:]’ Vi:1’27“'9MO (38C)

AP X=P, 00, +P, 0Q,; T = (HEE Hy ) O
(GVy G")", T P IEE M ; E=GVH H, ;e 1
FEIE E WA X TR A AT 1) s r SR r =
Tr(H, Vy Hf)lbi)_aﬁ:Eo
B A SCA ik #E (41) YR RE &=
WA C1L R " T 2T b Dot B i, SR i
Cl1 By A
&' Tp=-¢"Tp+2Re | 6"TH| . (39)
A £ E— WM, W 1 AR
B
2Re{@"(e* +Td) | =E, (40)
S BT,
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PR ok A SCk [ 23] A9 Ak B /b 4
( Majorization-Minimization , MM ) 872 fi# pk |- iR A4k
() BT, L SRR 7 4 v 3 AR o 2o A o e s H
T BRI 27 b 3R ) 5 A PR B, 8 3 AROR AR AR
ARy 14 Joy S e AL, ) 3 178 2 A R A 06 2
1E ¢ AR R A HAR R B E AR F] 5 76 o AEEAR
PRI R R ESCRB0 JBE AR ) 5 F 3 1) E A ek B80H i
PRy
FRAESCHR[ 23 ], 00 T4 (38) HARe &by —
A
d'Xp<¢p'A,, [,0-2Reid" (A, [,~X) b} +
@' (A Li=X)$Ly (b b) . (41)
A, FoR X R E R, TG 3 Y 5 A oA
ol
g(pld)=y(Ppld)+2ReiP"d |,  (42)
e =A%
W BAR R EGH TR, AR o'p=M FEBR 7 4L
F u= (A, 1y=X) p=d ™ WILAL ] R 5 hy

mdin 2Re{([)“i} (43a)
s.t. | |=1, VYi=1,2,- M, (43b)
2Re{@p" (e +Th) | =k, (43¢)

TR e RIS LR, Jo ik AT AR
KA, FIFHSCHR 24 1 82 H B4 A6 DL HEA TR g, 51
A=A B M A% p K BE IR LR B A B A5 R
5, TR S

m(gn 2Re{@"u} +2pRe{ " (e +Teh) |

st |, l=1, Vi=1,2,- M,
2 p AR DA 2005 J2 AT R ot B RS

p(2Reldp(p)"(e" +Td) | -E)=0,  (45)

Iy RIE R p=0 Fl p>0 WSO, R S5H % 1
U — A RE

Y p=0 1, W (0)= exp(jarg(u) ) WL LK
2Re{@" (e +T¢p) | =E NI p=0,

Mop >0, /] FH = MR I HRWHE
2Re{p(p)"(e"+T) | =E 1y p {H, RIi&E /44
KETR py Mlp BN p=(py+p.) /2 A IR TE
R LI p Hi AR 2Re {@p" (e +Tp) | =E N
W py=p; BN E p =p, HZE py—p.<&p0

4 p WELAf E B, D3R (AL 4 S e A ARy

d(p)=exp(jarg(u+p(e” +Tdh)) ,  (46)
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