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LI Fangwei, HUANG Qing,ZHU Jiang,ZHANG Haibo
( Chongging Key Laboratory of Mobile Communications Technology , Chongqing University
of Posts and Telecommunications , Chongqing 400065 , China)
Abstract; In order to improve the accuracy of traditional risk assessment methods and solve the problem
that most of risk assessment methods did not consider attack ability, this paper puts forward a risk assess-
ment method for network security based on item response theory (IRT). Firstly, the attack ability intro-
duced by IRT and the service security level is used to calculate the threat of attack and the success proba-
bility of attack. Secondly,the three—scale analytic hierarchy process is adopted to calculate the importance
weight of service accurately. Finally,the risk situation graphs are generated by the improved method. The
simulation results show that this method can improve the accuracy of evaluation and get a more realistic

network risk situation graph in real—time.

Key words :network security ;situational awareness ;item response theory ;risk assessment ;hierarchical model

8 = TR TR L SR, B AT AL
) 2% 42 4 25 B R AR AT SR A ARV SHRIM =B, B eBREIEEE AR
SRR 2 AR R 1, % Aok — Bl g T A S S R 9 HL 2R 1 R A S

= IgFSEHEA.2015-03-11;1&E HHF:2015-06-02 Received date:2015-03-11 ;Revised date:2015-06-02
ELWH . BRaKXHFALFA B (61271260; 61301122)
Foundation Item : The National Natural Science Foundation of China( No.61271260,61301122)
w#% JBIFAEE  huangqd6@ 163. com Corresponding author : huangq46@ 163. com

- 1025 -



www. teleonline. cn

HLIREAR

2015 4F

FORIUM 25 S 0 A4 E A St [ Ah T T, SCHik
[ 2 ARl A [7] o0 245 T 0 TC 4% DO 2% g R 4 T
— U 2 0Lk 9 4 1) XU TEAk AL 5 SCHR [ 3 ] AR 4
&l % U 17 20 P8 2 ( National Vulnerability Database ,
NVD) $ H7 — Fof e sz A6 00 Js 3170 Jof Fos ok - £ 190 4%
KBS, 4 07 3 5 SCHR [ 4 ] 56 T RO 46 B0 F 2 15
By AORE S T IR T S PG N 5 T
SCHR[ 5 178 DS GRS BRI 1) 22 J5ECHE il Bl B xS
P 245 RIS A7 A 5 SCHR [ 6 ] 413 AR B BT &
BRG] T — R EE T e B BGE K R 4 A R
7 WSS PR Y S R 28 PEAL O, BL RS AE N
2% KR ITAG 7 T B AT AR 2 00 3, (EL At 3% 5 77—
SETR SR B 5 . — R Ml I R iR
e 0 15 R, B LR AN A 5 R B UMM B s
o T 98z, 22 Fh oA W) UM R - 5 B B (A A
Zest; S REEMAEIT RIS AR, R
BOPAR S R A UER .

ﬁTi&—i%’:%ﬂ%ﬂl"jﬂzfﬁ ARICH T
— P 1 BN BE 5 TR A 26 XS DAk 5 R A
LEEMITE, ?F'JFH%?FLEBE{R@ AR GstiE R U
K3 H U A PF 43 2 48 ( Common Vulnerability Sco-
ring System, CVSS) |7/ G55 B R B i
T IR T R A i B W A AR B ) e e o
T H B2 BEE £ 1 B0k e I E B9 R R T I
i BB DX 43 B2 AN g B T 5 AR 5E =45 B2 JZ2 K o3
Pk 7 2RGS0 A S R, fe)n
X IR 55 1 B2 | FE AL R A ) 4 4 2 3 ) E
1 R 5 B 70 A, 22 45 T2 A XU A 3 P, B
71N I 28 2% 958 18 XU B AR A R O 22 4 SR Y
il 5 St TR

2 ETI0B & Rr3E iR B SC R W 2% XU T4

2.1 ERMERESBITEIESR

Shy I KT 355 A 1 R R % RS AN BT R K R
WAE RGUAEH , FR I FRE R 2% 3 48 (System ) HKIK
X143 R e ) 1% %5 )2 ( Vulnerability ) | It 55 # 48 )2
(Service) . EHLZ 7 JZ (Host) F1 M 4% 1% 45 JZ ( Net-
work ), I FH 2SS4 UL I s 9 285 1) XU /0N
P X IR Ak 55 = = AL AT E A B

S 28 AU S DA RE SR AN 1 BT

- 1026 -

W 4% X 2 FNR
EHLAEFHHR AL EE AR EH

A2
(2 AR 2SR |

|15zaammml | ﬁtﬁiﬁﬁ%@ il‘i’9|i|i
@ it g6 476 ﬁ ﬁ

CVSS

R EE A ESW]

ES
BEH

P S L XU S F A HE S

Fig. 1 The real—time network security risk assessment framework
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Fig. 3 Comparison of threat of attack between two methods

1 2 3 4 5

4.3 ZERESBIEG

BIXT 2013 4F 8 H BYZEF B, A TR i XU

BHPEREA D B Ar =1 RIEFT— RS S $E

IS, H2 il — > XU A 3 i 4%, 5 i oAt
- 1028 -

ek, K4 ~6 53 TE 8 HNRGSZHEZE £
MLBHZE 2 2RSSR, KB4 3R
WWW FTP TELNET = flz 55 it XUB: A 4 &1, &1 5
22 T 4 BAETER R EALE KU S A, B 6 25
T AN I 245 1 RUBS A A

500} 4

450
400
@ 350}
&R 300¢
&;1250-
= 200}
150
1007 @
50}

—— WWW
—«— FTP
—A— Telnet

1 s 10 15 20 25 30
i B /R

P4 SEIAR 55 XU

Fig. 4 Risk of services in real—time



555

A B ATL A5 < 30 E S BB TE S 19 265 IXURS: Ak o g iz

59 1

300

250

i 200
¥ 150
Rl

X 100

50

5 SEmkEHLXUR:

Fig. 5 Risk of hosts in real—time

140 —o— R 4% K A

.-..{ €
I 8]/ R

FL6 S R4 AU

Fig. 6 Risk of network in real—time

WA AT F DL R 4538 . 45—, TELNET R 55
Y 22 B o TR, WWW RS K, A2 3
s KBS e (IR A 2 FTP IR S5 3 565 —, EHL 4 23
oo KU ek, Hodx 3 6 EHLXURS B2 B AR 3T 56 =,
O 4% TAC et 1) e A 46 TR 43 4 v e JRL A AL I T e
A RA TR IE S B, e B TAEF sk
4.4 MEREEBHILE

D) 265 22 A A 1Y) R A AR AR AR R A B SR M 5 Bl AL
P A5 R B 40 2% I F N B8 S0 R IR 22 4tk
O, DM T O e R R AR
IR 55 T BEPEALEE DA K e Be (A S SR X B S
DRV A AVTAG i 64 T il - il A 31 4532 4 2 1Y)
RS A

B 7 45 T AR SO 5 SCHR[ S ] 07 v i AU 25
PSSR, v LI R, SCHR[ S ] 7 245 20 A4 XU
B S 3 A SO ok i SEbs b, BT Sk S ] i of %
A % e e SRR 5 2 S SR K
(RSEI , NI T 30T PPAS 25 F AR HERf 5 [FIRT, iR T
W BOEAT HAELE AR ARICE BT, L R ek iy
(AT AT A 22 55 ), tBAR S 5 S 3Bk ek
LS M S R 245 22 4RI, DT XoF D) 46 22 4 45 B I
WRGR S HE BN AR R . AR SO R IR D

B TALEL, A H RN B 5T B g
TELAOABE &, 0 I 205 DXL, P Aty 14 B P A 31 1 6 0 1
U

250
200 |

150 |

4

&l

= 100}

501 [

-‘::..‘Ii‘.:jﬁ:.:j::.:;;

mR/R

BT WIRR KU 5 TR 45 A A LU gL
Fig. 7 Comparison of network risk assessment

between two methods

5 H#RiE
AL DS ]REAF B RS mi G B L RS

&8 EUSWL AN Sl DOY: &t s e st B 129 P D
L2 o 245 2 8 2% A AU, 25 3 kA7 e B, B i T —
iR T H BN S Y JE O XU S F A 7 1%
SEGITEM AP TS 5 — o CVSS &
G55 2% 4 [ AR 95 AN 5 I A SR A 55 22 4 2 A
WUV SR — U PP Al 45 28 T 4 | B
o Tl AR RO A S T B B E
FOORGRE ; 2 = 25 B I H ROW e, #2117 —Fh X2y
JE S e ST S B 4 Bt DM 5k R it
MERIE 20U, SEAR B LR AN B E Y
SASER, ST KR A S AL . 2 E T
Wl e U T ) R S O AR AT A —
SR BRAE N — B B f A CRAIE Al A T 1R A AL
BT RIS 9 245 A5, Ao B e Bl 4 4 BBOKS 12 119 07
e SR

SEW:

(1] 2EIER, £5. MEFHBMMURI]. 2R,
2010,21(7) :1605-1619.

GONG Zhenghu, ZHUO Ying. Research on cyberspace
situational awareness [ J]. Journal of Software, 2010, 21
(7) :1605-1619. (in Chinese)

[2] Tsai H,Huang Y. An Analytic Hierarchy Process—Based
Risk Assessment Method for Wireless Networks[ J]. IEEE
Transactions on Reliability,2011,60(4) :801-816.

[3] Abedin M,Nessa S, Al-Shaer E, et al. Vulnerability anal-

- 1029 -



www. teleonline. cn

HLIREAR

2015 4F

ysis for evaluating quality of protection of security policies
[ C]//Proceedings of the 2nd ACM Workshop on Quality
of Protection. Alexandria, US;ACM,2006.:49-52.

[4] Sanguansat K, Chen S M. A new method for analyzing
fuzzy risk based on a new fuzzy ranking method between
generalized fuzzy numbers[ C]//Proceedings of 2009 In-
ternational Conference on Machine Learning and Cyber-
netics. Baoding:IEEE 2009 ;2823-2827.

[5] Xl £ER, R 55 BET RIS i W 4% 22 78

PAAL B [T, MRS 2 4 (T4 ) , 2013, 43
(6) :1650-1657.
LIU Xiaowu, WANG Huigiang, LYU Hongwu, et al. Quan-
titative awareness of network security situation based on fu-
sion[ J]. Journal of Jilin University( Engineering and Tech-
nology Edition) ,2013,43(6) :1650-1657. (in Chinese)

(6] P UM FRE,F BT ZR2EERMARE
P A SBR[ T]. 3 MOR 22224 (T 52,2014,

44(5) :1392-1397.
LUO Zhiyong, YOU Bo, XU Jiazhong, et al.

three layer attack graph automatic intrusion intention rec-

Based on

ognition model[ J ]. Journal of Jilin University ( Engineer-
ing and Technology Edition) ,2014,44(5) .1392-1397.
(in Chinese)

[7] Ali A,Zavarsky P,Lindskog D,et al. A Software Applica-
tion to Analyze the Effects of Temporal and Environmental
Metrics on Overall CVSS v2 Score [ C ]//Proceedings of
2011 World Congress on Internet Security. London: IEEE,
2011:21-23.

[8] Baldiris S, Fabregat R, Graf S, et al. Learning Object
Recommendations based on Quality and Item Response
Theory [ C ]//Proceedings of 2014 IEEE 14th Interna-
tional Conference on Advanced Learning Technologies.
Athens , Greece ; IEEE ,2014 ;34-36.

[9] Armold F,Pieters W,Stoelinga M I A. Quantitative pene-
tration testing with item response theory [ C]//Proceed-
ings of 2013 9th International Conference on Information
Assurance and Security. Gammarth , Tunisia: IEEE, 2014,

9-54.

(107 XUR,Z=T-H ,5KE. 15 B 1) 4 1E S $ 5% 43 ik 1 ) 2%
G WAL I IE [T]. BT 515 Rk, 2012, 34
(8):1934-1938.

- 1030 -

LIU Gang,LI Qianmu,ZHANG Hong. Reliability vector or-
thogonal projection decomposition method of network secur-
ity risk assessment[ J]. Journal of Electronics and Informa-
tion Technology,34(8) :1934-1938,2012. (in Chinese)
[11] B, ML, 2 55, 0 E A2 8505 00T
TR IZ R IHTIELT]. A4, 2011,32(6) -
1037-1041.
JIANG Guandeng, WU Xiongjun, WANG Xiaojun, et al.
Application of the analytical hierarchy process to deter-
mining evaluation index weights for the prediction of res-
ervoir damage[ J]. Acta Petrolei Sinica,2011,32(6) ;
1037-1041. (in Chinese)

fEE R

FHE(1960—) , I, IR, #2 . 1h
LA, FEEAETETT 19 9 B B A5 e S
PR (FEERHAR,

LI Fangwei was born in Chongging, in
1960. He is now a professor and also the Ph. D.

supervisor. His research concerns mobile com-

'munication theory and technology, information
security technology.

Email ; lifw@ cqupt. edu. cn

B OWI(1990—) B TP o A, MR T
T61] hy [0 245 2 4 Z5 AR

HUANG Qing was born in Jiangxi Province,in 1990. He is
now a graduate student. His research concerns network security
situational awareness.

Email ; huangq46@ 163. com

KL (1977—), 5, WAL, 2009 AT LT RHE R
BRI, IR R AR, EEERTSE T 10 IR JE L

ZHU Jiang was born in Hubei Province,in 1977. He re-
ceived the Ph. D. degree from University of Electronic Science
and Technology of China in 2009. He is now an associate profes-
sor. His research concerns cognitive radio.

Email ; zhujiang@ cqupt. edu. cn

SRR (1979—) , 3, PR, 1, I, E2 A7
1] A TC L B IR AL

ZHANG Haibo was born in Chongging,in 1979. He is now
a lecturer with the Ph. D. degree. His research concerns radio
resource optimization.

Email ; zhuhb@ cqupt. edu. cn





