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Design of a Network Security Architecture for
Open SaaS Platform Based on SDN

GUO Yanqun'?, HAN Min', SUN Linfu'

(1. School of Information Science and Technology , Southwest Jiaotong University , Chengdu 610031, China;
2. Southwest Institute of Electronic Equipment, Chengdu 610036, China)
Abstract : To solve the network security problem of open software as a service(SaaS) platform, this paper
combines the software defined network (SDN) technology and the platform building, and puts forward an i-
dea of building a network security architecture for open SaaS platform based on the SDN devices. According
to the analysis of the physical model, the functional model and the cooperation model of the system,the ar-
chitecture of the system is designed,the key elements of the architecture are analyzed, and then, the typical
application of the system is provided. Building the network security system based on SDN has great signifi-
cance on improving the security and expansibility of network security system and providing the user charac-
teristic security service.
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Fig. 2 Functional model
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Fig. 5 Sketch map of attacking routes
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Fig. 6 Matrix of NDW
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Fig. 8 Sketch map of service encapsulation
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Fig. 10 A sample of open SaaS platform network
security system based on SDN
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