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A New Passive NATted Hosts Counting Method
Based on Hough Transform

GUAN Tao,WANG Keren,XU Zhengguo

(Key Laboratory of Science and Technology on Blind Signal Processing,Chengdu 610041, China)

Abstract: To solve the problem of NATted ( Network Address Translator, NAT) hosts counting in network
security ,a new method based on Hough transform is proposed. By exploiting the linear relation between
TCP timestamp and received time in the packets,the problem is transformed to counting lines in the coordi-
nate graph. Hough transform is introduced to detect lines in the graph. To get more precise result,zooming
in the graph iteratively is used in the algorithm. Compared with existing algorithms, the proposed method
can solve the problem of choosing initial clusters, and improve the detection accuracy with intersected or
short distance timestamp sequence. Experiment results show that the algorithm based on Hough transform
can detect the number of NATted hosts precisely which outperforms existing methods.

Key words : network security ; NATted hosts counting; TCP timestamp ;time series analysis;linearity extrac-
tion ; Hough transforms
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Table 1 Key parameters of the proposed algorithm

(ERTPIL S ZHUE
B BE T/s 10
B Ak 2 EIMQSERE W 256
EMG = H 1024
BIBUEREBE Rho 0.5
Hough 224t BSULIX[H] Theta [-90:0.5:0]
VBT TR v 0.95 - max(H)
. LRI AR & 10
IR BAEE TR Th 10

4 SLIGHR

AR BRI T X AR SRR
AEILSATIUE, A T 2R AR AR, FRAT
LI GE X A SRR A C A LR

T TR S 56K X R R (8 X TCP s [R]85
HISZEL NAT FIUALAL T Bk b AT X H

(1) Bursztein ByE"

Wi TCP BRI AER7 2 TCP K2 LR B0 431 %
TR 152 2 {0 O G > B8 0 2 75 iR T ) — 2 AL,
WE TCP i LB b 45 £ 42 & 4 {2 Hz, 10 He,
100 Hz, 250 Hz, 500 Hz, 1000 Hz | , i} [] [6] & A
10 ms, RZEJEHIN 0.1% .

(2) Wicherski &y

PAJA]— TCP ¥4 (Bp TCP Foc4 M E) i %t
BNERRIER DS 3 3 5 /N8 7 iR 25 R 1 0E vk 3R
B IW B TCP i $ULRH e 051 25 K Ak 14 B FFAIL IS ]
FEH5 AR R I h 5 5 R JFHLINE LN T 8, B U hy ) —
FHL,EE S, =2 ms,

R, Bursztein B35 H0KE TCP HE $0LE 4 5
YERFERAF B, Wicherski 535 WM 5[] — 3 422 1) T
A BAELE TR — L, A SO R I A U i
SERR ] S5
4.1 EZXFIREWIE

R AE LIRS T S 4 1 g, IO
A~ 1P Mkt i) TCP B [P S #EA T AT, 25 1 4> 1P
Mk B I RN LB 2 ) A4 1 Mbiv/s F1 7192, & 3
(a) s B9 REE 1 A4S 1P ik B8 ki 45 58, = Fh
LRI R EVEH I 4, 5 N T R —
H, 8 2 4 1P Ak B RO B e
35.6 Mbit/sF43 734 & 3 (b) Franii e 2 4 IP
TR AR I 25 S AR SO A A AR 2 EALECH A
21, 5 N LM s R —3L, i Bursztein .35 Fll Wich-



555

W, TR ARIERE BT Hough ZEH(Y NAT MUBIHE S A THH 1k

2

erski BRI ZE 435k 14 F1 18,

3.5

w
o

N
W

TCPRY FIEY/ 10°
[ 8]
o

1.5}
1.0L E
o.5| : : : :
0 2 4 6 8 10
A AR BT )/ s
(a)IP Hbhk 1
5
4
‘o
33
=
)
|®]
=

—

e ————
e —
2 4 6 8 10
AH X 4 2R [H)/ s
(b) TP Hbtik 2
K3 LSBT 2 2R

Fig. 3 Experiment results on real data

=]
(=]

4.2 PEEEXTEE R

SR FH 5256 D 4 7 A 5 e R A 0 L SR
R ML EFE I E 4 Fros, 16 NAT 34 5 i 4%
HT 6 B, XL EHLERS BT R IR 55 4% , B
SRAE ST NAT 5 5 RS54 2 [

EH2
[FAESSY

)

P4 SR
Fig. 4 Experimental network setup
FEATR IRV 3 o FlR 2508 & PP Sk

AE. X TR EOLECH M, SRS 2 M A FHL
IRF, RGN TE R, 5 PRI R %, IR BRI IR K N,
R TERA B ECR P L3R n KIS 3 1 EALECH
X, HERA o FMi 2218 6 & LN (7) B

a=P/N,

LS x -m
_Nngl‘ n ‘o

5 (7)

PECENUVECH MBI [ 1,20 ], K I U N =
500 , 835501k 1 AG I M B 58 R0 O 25 (B QN 181 5 BT
NIRRT DL H A S8R G T ) o A R v T
Bursztein B3 11 Wicherski 203 | #6140 25 (8 /)N
F Bursztein B3 A1 Wicherski B4, X i B A~ SC &
VR T X FME Sk

1.0

0.8

g0.4 ----------------------------------------------
S = ﬁurszteinﬁ%’a‘ ______________________
021 —a— Wicherskiff 3
—e— AXHE
0.0 : i
0 5 10 15 20
EHH
(a) HERGHRGETHAR
2.0
—&— BurszteinfL ¥
—=a&— Wicherskiff %
LSH —&— BRXEIE pooee gy
¥
T T Fem—
&
e sy W
0.0 Lo acd : i
0 5 10 15 20

(b) 2= EHLE 455
El5  SEgmgE RNl

Fig.5 Comparison results on experimental network
VEE EHUVEH N M =10, 2 5 K I 45 5 1 43 A
W 6 B o ASHIN A4 73 A P AT LAFR H AR SCHR ik 4
OIATER A TR A AR SEAT B o A B R,
X PRI SRR RE 4

1.0

[ Burszteinf % I
[ Wicherski® ¥ |
il ESSUIN

5 6 7 8 9 10 11 1‘2 1‘3 14
B
Fl6 ALK Y 10 BHRRIZE S0

Fig. 6 Distributions comparison with 10 hosts

179 -



www. teleonline. cn

HLIREAR

2015 4F

1T Bursztein 5. 25 /2 AR 48 B o5 2 18] 9 B[]
T2 N2 AT ) 25 ok I W R A5 R 5 R T R — &
BL, 24 24> EHLAY B[R] 22 38/ N Bursztein 51
23 X S A R A T R — AL, DA & AR R A
Wicherski B2 3 TR — &8 )8 T W — FPLx —
MBS, FE R A5 1 B s B D AR LB iR 22 3
K BEMG I EA, WA SCRE &5 T Hough 284t
PEAT ELARIN , B A7 A 32 AL A (R A 22 55 /N sl A7
TEREREFEAIE O, B AR AT LU R HE
Hi X1 A R A 2R

K G RN WxH FER ISR & AR SCR R
R R S8, BEBEAS [ (0 S 804 B H R
HATAHT . T () Ry B e AR IR R/ IN ) S B 245
S 7 (b) Ry Bl i AR SRS AR A SRR A5 A A
1 EF, 3T Hough 28 5o 1 £ F 47 K6 0 2 R ke B
Je 0 GG BEEE ) S MR ) s TR B,
Moz —E s, SCRgs R iR BRI Bk
HERR RS AN K, Rl SRR & DR B ORI IX
B, & /N ORI 8 5 B e T e e T
T KB TR X 8l AT e A B B A B | 36 LE A 25 Xo)
R 2SR = A 5, SR 25 R W 3 vh iy P Bl
12 BEUE IA B SR b A A I AIOR |

—&— 256x1024
—8— 256x%512
—&— 512x1024

0 5 10 15 20
EHH

(a) AFEFI/N

0 5 10 15 20

EHH
(b) RISk

K7 AESEEET RIS R

Fig. 7 Comparison results with various parameter settings

- 180 -

5 4ERIE

B NAT FHLECH il [ 8, A< SO H] TCP By
[ 5 B s A T () 2Z B A I e M DG R 2
T —FpEEF Hough 83 NAT EHLEH B iR 51
ik, SUATAEME, 2B Mo T 240 P
(B RAH PR A A S i 1 4 S B0 UM By [l R, 5256
MRAZE SRR TR LA &, Bt TE A
ik,

ARSCE VLI A SRy BRTF X6 TCP B[] 85 e 51 k4 7
AT, BT LR ZS Z) Hudr J 2 1PID J¥ 51 Ml TCP W1 4A
PSRRI ERER R A, T—2% T1EKR%
JEFIHIEE Z2 0 m] HIJe 5615 8., NIk — 20 48 i ik
AITERE

S

[1] RFC 1631,The IP Network Address Translator(NAT)[S].
(2] RN M, BT, el 2us e 19 2% b B E 4% U3

RG[T]. T RHR 41, 2012(6) :899-904.
JIAO cheng—bo,ZHENG Hui, HUANG Yu. Novel passive
remote network address translation detecting system/[ ] ].
Journal of University of Electronic Science and Technology
of China,2012(6) :899-904. (in Chinese)

[3] Detection of NAT devices[ EB/OL]. [2014-06-07]. http://
www. muni. c¢z/ics/research/ projects/4622/ web/ natdet.

[4] LiR,Zhu HL,Xin Y,et al. Remote NAT detect algorithm
based on support vector machine[ C]//Proceedings of In-
ternational Conference on Information Engineering and
Computer Science (ICIECS). Wuhan:IEEE,2009.1-4.

(5] L. T R0 25 i B AR B NAT SO 7L [ D] AR
B LT RHER A 2012.

GAO Jixiang. NAT Detection Based on Network Traffic
Feature [ D ]. Chengdu: University of Electronic Science
and Technology of China,2012. (in Chinese)

[6] Detecting NAT Devices using sFlow[ EB/OL]. [ 2014-06
-07]. http://www. sflow. org/detectNAT/.

[7] Abt S,Dietz C,Baier H,et al. Passive remote source NAT
detection using behavior statistics derived from NetFlow
[ M ]//Emerging Management Mechanisms for the Future
Internet. Berlin; Springer,2013:148-159.

[8] Krmicek V,Vykopal J,Krejci R. Netflow based system for
NAT detection[ C]//Proceedings of the 5th International
Student Workshop on Emerging Networking Experiments
and Technologies. New York : ACM,2009 .23-24.

[9] LiR,Zhu H L,Xin Y,et al. Passive NATted hosts detect
algorithm based on directed acyclic graph support vector
machine[ C]// Proceedings of 2009 International Confer-
ence on Multimedia Information Networking and Security.

Wuhan ; IEEE ,2009 :474-477.



555

W, TR ARIERE BT Hough ZEH(Y NAT MUBIHE S A THH 1k

2

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Gokcen Y, Foroushani V A, Heywood. Can we identify
NAT behavior by analyzing Traffic Flows [ C]// Pro-
ceedings of 2014 IEEE Security and Privacy Work-
shops. San Jose:IEEE,2014 .132-139.

Bellovin S. A technique for counting NATted hostes
[ C]//Proceedings of the 2nd ACM SIGCOMM Work-
shop on Internet Measurement. New York: ACM, 2002 .
267-272.

Mongkolluksamee S, Fukuda K, Pongpaibool P. Counting
NATted hosts by observing TCP/IP field behaviors
[ C]// Proceedings of 2012 IEEE International Confer-
ence on Communications ( ICC). Ottawa; IEEE, 2012
1265-1270.

Beverly R. A robust classifier for passive TCP/IP finger-
printing[ M ] //Passive and Active Measurement. Berlin
Springer,2004 :158-167.

Maier G,Schneider F,Feldmann A. NAT Usage in Resi-
dential Broadband Networks [ M |//Passive and Active
Measurement. Berlin: Springer,2011 :32-41.

FIE BT AR, — il NAT 5 EALECH 1Y
JrELI] R 42,2000 (4) :46-48.

BAI Xue, QIAN Buren, LIANG Huaqing. A scheme for
counting NATted hosts [ J ]. Computer Security, 2009
(4) :46-48. (in Chinese)

Kohno T, Broido A, Claffy K. Remote physical device fin-
gerprinting[ J ]. IEEE Transactions on Dependable and
Secure Computing,2005,2(2) :93-108.

Bursztein E. Time has something to tell us about network
address translation[ EB/OL]. (2007-07-08) [2014-
06 - 07 ]. http://cdn. 1y. tl/publications/time — has —
something—to—tell-us—about—network— address—transla-

tion. pdf.

[18] Wicherski G, Weingarten F,Meyer U. IP agnostic real—
time traffic filtering and host identification using TCP
timestamps[ C]//Proceedings of 2013 IEEE 38th Con-
ference on Local Computer Networks. Sydney: IEEE,
2013 :647-654.

RFC 1323, TCP extensions for high performance[ S].

Duda R O,Hart P E. Use of the hough transformation to

[19]
[20]
detect lines and curves in pictures| J ]. Communications

of the ACM,1972(15) :11-15.

EEE T

[

& F(1986—), 5, TLPE I A, 2010
SRR A2, B R AR RS T
16 I 28 AR A 2 90

GUAN Tao was born in Fuzhou, Jiangxi

Province,in 1986. He received the M. S. degree
in 2010. He is currently working toward the

Ph. D. degree. His research concerns network

data minig.

Email ; guantau@ 163. com

EFRA(1986—) , I3, PUIMAB A P+, T AR I, 3 52
IFFET7 1) g P 42 DU S5 5 B e RS 0 2

WANG Keren was born in Chengdu, Sichuan Province, in
1986. He is now an engineer with the Ph. D. degree. His re-
search interests include network mining,video steganography and
steganalysis ,image and video classification.

TRIEE (1985—) , J5  WIALIRIIN N, 2011 AFARAT 12440
B2 S SR B A O S 3 e I R 6 o 1

XU Zhengguo was born in Jingzhou, Hubei Province, in
1985. He received the M. S. degree in 2011. He is currently
working toward the Ph. D. degree. His research concerns network

data minig.

. 181 -





