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Spectrum Security Situational Awareness for
Routing in Cognitive Radio Networks
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( Chongging Key Laboratory of Mobile Communications Technology , Chongqing University of Posts
and Telecommunications , Chongging 400065 , China)

Abstract; This paper concerns the construction of accurate spectral situation map, which can help to a-
chieve frequency resource reuse. The traditional methods of constructing spectrum space situation map do
not take the influence of malicious users( MUs) into consideration,but the scheme proposed in this paper
makes use of Kriging interpolation to estimate the interference situation over a finite geographical area,and
identifies malicious user by location detection method, then constructs a more accurate and more secure
spectrum situation map. Finally,the spectrum situation map is applied in the end—to—end route protocols.
Simulation results demonstrate that the proposed scheme can construct a complete spectrum situation map
and the average error is only 0. 106 dBm;it can accurately identify malicious users and the detection rate is
higher than 80% ;it can reduce the routing hops and increase the available spectrum space in the process of
routing based on spectrum situation map after identifying MUs.
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Fig. 1 Spectrum situation map
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Fig. 2 Flowchart of building spectrum situation map

and identifying MU
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Fig. 3 Spectrum situation map based on Kriging
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