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Modeling Software Trustworthiness Evolution of Cyber—Physical
Systems Using Nonlinear Dynamics

XIE Wen—-jun, FU Xiao, YU Zhen—hua, HAN Lin

(School of Information and Navigation, Air Force Engineering University, Xi'an 710077, China)

Abstract ; Software trustworthiness is critical to assure the safety and effectiveness of Cyber—Physical Sys-
tems (CPS). The formal methods and software verification technologies are not suitable for describing and
analyzing the software trustworthiness dynamic evolution of CPS. Based on the in—depth analysis of the
software trustworthiness dynamic evolution of CPS, the dynamics characteristics for software trustworthiness
of CPS are analyzed by using nonlinear dynamics. The software trustworthiness evolution model of CPS un-
der internal and external factors is proposed, and the trustworthiness evolution law is analyzed. By an ex-
ample of industry control systems, the feasibility of the proposed software trustworthiness evolution model of
CPS is demonstrated using numerical simulations and theoretical analysis.
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