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Cyberspace Attack and Defense Confrontation Technology
and System Realization Scheme

LEI Jing
(China Academy of Electronics and Information Technology, Beijing 100041, China)

Abstract ; With the analysis of features of cyberspace and confrontation,the cyberspace attack and defense
confrontation technology is discussed ,including attack and defense fight theory,network attack action analy-
sis ,network attack tracing and network active defense technology. The cyberspace attack and defense con-
frontation system scheme is proposed. The technology and system can provide technology support for
China’s cyberspace security technology system development, protect China’s cyberspace security, promote
China’s cyberspace security industry development,and also have important effect and meaning on accelera-
ting China's independent, controllable security product exploitation and kernel technology development.
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Fig. 1 The sketch map of asymptotic expression attack action
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Fig. 2 The functional framework of defense subsystem
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Fig. 3 The functional framework of attack subsystem
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active defense module
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Fig.5 The sketch map of cyberspace attack and defense confrontation system realization
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