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Abstract; Many previous audio content forensics schemes adopt binary image as identifying watermark,
which introduces security holes to forensics systems. On the other hand, partial content—based or feature—
based identifying watermarks have feeblish stability and may be damaged under various signal processing
operations. To overcome these problems, a novel audio content forensics scheme based on time domain sta-
tistical characteristic is proposed in this paper. The statistical average value of continuous audio samples is
used to generate identifying watermark by non—uniform quantization. Theoretical analysis and experimental
results show that the generated identifying watermark is robust against various signal processing operations.
Various identifying watermarks generated from different audio signals are stored at CA ( Center of Authenti-
cation). When authenticating the veracity and integrity of audio content, firstly identifying watermark is
generated from the to be detected audio, then corresponding identifying watermark is extracted from data-
base of CA, finally the two identifying watermarks for audio content forensics are compared. The proposed
forensics scheme has lower computation complexity, and the ability of tamper localization and tolerance a-
gainst common signal processing operations are excellent. It greatly expands the applicability of content—
based audio forensics scheme.

Key words: audio content forensics; identifying watermark ; tamper localization; non—uniform quantiza-
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Fig. 1 Diagram of identifying watermark generation
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