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Ensemble Classification Overnetwork Traffic Based on AdaBoost
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Abstract: To cope with the poor performance of single classification algorithms on minority flows when the train
dataset is deficient, the AdaBoost ( Adaptive Boosting) algorithm is introduced to classify network traffic. On the
basis of selecting few but effective classification features with CFS ( Correlation-based Feature Selection) method
from a variety of flow’s features, the AdaBoost algorithm is used to combine five single classification algorithms
which belong to Decision Tree, Rules and Bayes respectively for the sake of traffic classification. The experi-
ment over real network traffic shows that the AdaBoost algorithm has the highest precision up to 98.92% among
the selected classification algorithms. Moreover, the AdaBoost algorithm achieves great improvement on the per-
formance of minority flows’ classification compared with single classification algorithms.
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rithm; ensemble classifier
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Fig. 1 Framework of ensemble classification based on AdaBoost
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Table 1 Characteristics of TCP flows
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Table 2 Composition of TCP flows
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Table 3 Weights of base classifiers for AdaBoost
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