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FSK Radio Fingerprints Extraction Based on Distortions
of Instantaneous Frequency

HUANG Yuan-ling, ZHENG Hui

(Science and Technology on Blind Signal Processing Laboratory, Chengdu 610041, China)

Abstract: Radio frequency fingerprints (RFFs) are extracted from radio frequency (RF) signals to uniquely i-
dentify individual FSK radios. In this paper, the module imperfections in FSK transmitters are analyzed to show
how RFFs are generated. A signal model about the instantaneous frequency is constructed to describe the RFFs.
Then the least square method with auxiliary variables is used to estimate the parameters which characterize the
distortions in instantaneous frequency of FSK signals. The RFFs are constructed using the estimates and used to
identify individual FSK radios. The tests for simulated signals and real-world signals show that the proposed
method is able to uniquely identify individual radios. Specifically, the identification accuracy for 4 FSK radios
in practical scenarios exceeds 96% , which outperforms the bi-spectrum approaches.

Key words: radio frequency fingerprinting; frequency shift keying (FSK); instantaneous frequency; least
square estimation; colored noise; support vector machine
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Fig.1 Components of a FSK transmitter
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Table 1 Parameters characterizing the transmitter

distortions of 10 FSK radios
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Fig.2 Performance comparison between the proposed approach
and the SIB-bispectrum approach

SRk — A WA AE S PRI T B AT R
fig, REE 4 4> FSK ML & WHRETIRIE 5 (5 S FEAR L
434 560,454 .80 I 84, B AEAALEE 200 455
KEER FSK A HIE 5 BOLh — 2R E S AN 2
oy B — 2R MR B PR RE . 7R SR TR
KT IR BUS B S B & 0 )5, TR Fisher
LDA J5 R4 15 3] B RRAE A AT 4 2R 25 S 4n &)
3 fian o MIEIRT L, Fir 2 ok 1) 5 3 BT 45 31 1) R AE
AWK e 1. 0 T E, FRATTH R A Sk
(2 T HOR I RGE R SR IO VA A TR ARSI, I
[FIRER ] SVM 43 26 gkl iR Bl vk e, 3% 2 44 i
TR R RE F A, T AR SO s LA BRI
PEREOR S M RGE J7 125 B T A FH B 50 (200 4
), FEOCE TR S A2 WS RN RE LB TR i s
M 58 Sy i, LARRAE 1Y) X 3 R T stz 20 R RR BT ER

- 871 -



www . teleonline . cn

CENTIES /N

2013 4F

BIRCRAE

0.012 5F

0.0120r

S 00115
0.0110f
c g o
0000075 50 2.00 2.50 3.00
fino?

K3 44> FSK RS IR B8 SURIE A AT — 4 7
Fig.3 View of the first two features extracted from

samples of 4 FSK radios

R2 ARNFEMIULHFAETT ERERELLE
Table 2 Performance comparison between the proposed approach
and the bi-spectrum approach for real-word signals

Ik SRR
ATk 96.23%
RS IRES 72.1%

T i e B PR, AN SO R R AT AT
Jrid, PR a] A R i RO 2 | W2 Rk G R i
i, IR BT, (EL [N P it 2 33 [ s
M2 J—Jri, Tk s R 2
A3/ R B, BT 5 R A A7 2 TR AN T3 A 2% S
/N FARUER) /N Bk

5 4 &

ASCERXF FSK HL B AN AR ]8T, 2 H 5L F Ik
BRI IR B HE SURAIE o BT RIS 21 A R RAE fe 5
FXF FSK FL & AR BRARRE AT B A 43 A, DR ] A
MR & Z AR ZE 5 . FERAER IO R R
PRSI b, SR 3 4l B A2 o 1) e /N T 1 R
TSRS EL T, TR T TRIE Y X 43 fE
Ho X EAF S FNSEBRAE 5 MR AR 2 B, I T bk
A1 238 W A R M R R AR SR IO % T AR AR iR e 5 4
ROy EC, NI SE B 5 AR

E A H R, AN SR RS ) R s o sl O G
SRR 55 AR S IR 1) B o 08 W AR R PR 2R S 5 U
N AT ARAS A8 B 5 X 43 BE ) (W48 BURRAE , 33X 2 7T LA
HE— 2 IF ST 1 7 ] .

i

£

(1] ER3C BT . 2FSK 55 1R 8RR FEL)] .
- 872 -

HHE A ,2003,43(3) :45 - 48.

WANG Lun-wen, ZHONG Zi-fa. Study on fingerprint charac-
ters of 2FSK signal [J]. Telecommunications Engineering,
2003,43(3) :45 — 58. (in Chinese)

[2] Xu Shuhua, Huang Benxiong, Xu Lina, et al. Radio Trans-
mitter Classification using a New Method of Stray Features
Analysis Combined with PCA [cl// Proceedings of 2007
IEEE Military Communications Conference. Orlando, FL,
USA:IEEE,2007:1 - 5.

(3] ERMG,AFE] . HETBUHPR A 2FSK B A BT B 5
LI, BARHFHAR ,2007,30(12) :175 - 177.

WANG Zhi-peng, JING Shou-zhao. Design and realization for
2FSK circuit based on PLL[J]. Modern Electronic Tech-
nique, 2007,30(12) : 175 - 177. (in Chinese)

(4] #EAEH. EfEEIEAIM]. dbat. & 580 b,
2002:429 - 431.

DONG Zai-wang. Communication circuit fundaments| M]. Bei-
jing: High Education Press,2002:429 - 431 .(in Chinese)

[5] Zhang W, Zhang X J, Zhou S D, et al. Analysis and mitiga-
tion of phase noise in centralized/de-centralized MIMO sys-
tems [ M]//MIMO Systems, Theory and Applications. New
York: InTech-Open Access Publisher,2011:335 — 349.

(6] VFFF. R SO KR B ks (D] K
Bl R R, 2008
XU Dan. Research on mechanism and methodology of specific
emitter identification[ D ] . Changsha: National University of
Defense Technology,2008. (in Chinese)

(7] XUSEME, 4EIL3C, JKZ, 5. RGP Ik R i
[M]. et BB Doll th it , 2010.

LIU Dang-hui, CAI Yuan-wen, SU Yong-zhi, et al. System
identification and its application[ M]. Beijing: National De-
fense Industry Press, 2010. (in Chinese)

(8] bZEdt, ak2e T AGRAIIM]. 2 . dbnt i AR KA
H AL, 2000.

BIAN Zhao-qi, ZHANG Xue-gong. Pattern recognition[ M].2nd
ed. Beijing: Tsinghua University Press,2000. (in Chinese)

EE RN :

HiN i (1982—), I3, B Fg % 2% A\, 2005
TR P L, 2008 4E T HAE 5
ARFER p5 S 0 2 AR A S, BN T R
A, FEWFTE T ) i AR R S AL B, UG
LAL RNV R

HUANG Yuan-ling was born in Zixing, Hu-
nan Province, in 1982. He received the B.S. de-
gree from Tsinghua University and the M. S. degree

\

V

from Science and Technology on Blind Signal Processing Laboratory
(BSPL) in 2005 and 2008, respectively. He is currently working to-
ward the Ph.D. degree. His research concerns signal processing for
communications and target identification, especially specific emitter
identification.

Email : newhyl @163 . com

B HE1957—), T LA, m R AR AR S,
FEWST B E S AR e S B AL

ZHENG Hui was born in Jiangsu Province, in 1957. He is now
a senior engineer and also the Ph.D. supervisor. His research con-

cerns blind signal processing and intelligent information processing.





