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Research on Security Evaluation and Risk
Assessment for Internet of Things
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Abstract: The main technology, platform framework and system realization of Internet of Things(10T) security
test with evaluation and risk assessment service platform are presented, which is realized based on information
security simulation, Internet of Things security test with evaluation, security risk assessment technology. The

platform can test and evaluate the construction scheme, security technology means of Internet of Things, and can

also promote China’s Internet of Things construction and security industry development.
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Fig.1 The collectivity framework of Internet of Things
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Fig.2 The security framework of Internet of Things
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Fig.3 The design of Internet of Things security evaluation
and risk assessment service platform
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Fig.4 The network topology of Internet of Things security

evaluation and risk assessment service platform
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Fig.5 The logical design of information security
simulation subsystem
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Fig.6 The composition of Internet of Things

security evaluation subsystem
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Fig.7 The composition of risk assessment subsystem
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Fig.8 The relation of risk assessment basic element
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Fig.9 The model of evaluation process
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