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Entropy Feature Selection of Network Anomaly
Detection by Using Mutual Information

YI Sheng-lan
(Southwest China Institute of Electronic Technology, Chengdu 610036, China)

Abstract: Firstly, the shortcomings of traditional statistical analysis using network flow data are discussed, and
it is pointed out that the entropy analysis can reflect more potential information to find out more network anomaly
that can not be found by the traditional statistical analysis. Secondly, the difference between the flow entropy
and count entropy is discussed and it is proposed that they should be used cooperatively and that using one of
them just as existing studies is not recommended. Finally, features of the two kinds of entropy are studied bymu-

tual information analysis. The simulations show that there is redundant in them. After redundant features are e-

liminated, the detection efficiency is increased significantly while the detection accuracy is maintained.
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Table 1 The summary probability of appearring at the same time

ST SO size (index ) , WUAHAE index] I Prohabili't?/ srcip srcport dstip dstport
index2 057 B A2 g Upprobabll%t'y 48.84% 46.51% 48.84% 51.16%
. o index]) Downprobability 51.16%  53.49%  55.81%  48.84%
prindect) = SR
*2 FEZHZE(DOWN: T, UP: £FF)
Table 2 The probability of appearring at the same time
DOWN sreip srcport dstip dstport up sreip srcport dstip dstport
sreip - 48.84% 51.16%  48.84% sreip - 44.19% 48.84%  48.84%
sreport - - 48.84%  46.51% sreport - - 44.19% 44.19%
dstip - - - 48.84% dstip - - - 48.84%
dstport - - - - dstport - - - -
*3 HERE
Table 3 The mutual information
DOWN sreip sreport dstip dstport up sreip sreport dstip dstport
sreip - 0.2515 0.2533 0.2910 sreip - 0.2800 0.3112 0.2910
sreport - - 0.2137 0.2506 sreport - - 0.2800 0.268 8
dstip - - - 0.2533 dstip - - - 0.291 0
dstport - - - - dstport - - - -
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Table 4 The mutual information of count entropy

DOWN sreip srcport dstip dstport up sreip srcport dstip dstport
sreip - 0.2871 0.2811 0.3411 sreip - 0.3276 0.3443 0.3480
sreport - - 0.2585 0.2892 sreport - - 0.3270 0.3032
dstip - - - 0.2812 dstip - - - 0.3411
dstport - - - - dstport - - - -
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Table 5 Detection efficiency and accuracy before
and after feature selection
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