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Abstract: In order to resist the Sybil Attacks effectively and improve the accuracy of location discovery for wireless
sensor networks(WSNs) in hostile environments where Sybil attacking nodes exist, the vulnerability of Sybil At-
tacks is analysed and summarized. And effective secure location approach to detect such Sybil Attacks through ver-
ifying the received power is proposed. The detecting mechanism is divided into two steps. First, the detection
node finds all suspicious Sybil beacon nodes with the same distance from detection node to itself by comparing the
power. And then, the Sybil beacon nodes are removed out through mutual information exchanging with neighbors.
Simulation results show that the successful detection probability can achieve 95% and the proposed algorithm can
improve the location discovery accuracy by 9 m to 11.64 m. Experiment proves that the attacking nodes can be de-
tected effectively by utilizing the proposed approach and the nodes’ precise locations can be obtained.
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