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DoS Attack Detection Based on Relative Entropy Theory

LI Han-qiu1 , MA Yan?*, LEI Lei®
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Abstract: Based on the theory of relative entropy and the self — similarity of network traffic, a Relative Entropy
Detection(RED) algorithm is proposed to detect the increasingly serious DoS( Denial of Service) attacks, accord-
ing to judging the changes of relative entropy values at adjoining times. The experimental results show that the
RED algorithm has a higher detection precision compared with information entropy detection algorithm.
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