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A New Security Algorithm for Clock Synchronization
Based on D — S Theory
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Yantai 264001, China)

Abstract: The Internet of Things is the research hot spot, and clock synchronization is a key technology for In-
ternet of Things. Internet of Things will involve political, economic and military security, and the security of its
clock synchronization has attracted much attention. Aimed at the lack of the research of clock synchronization
security , this paper presents a new algorithm for clock synchronization security. Firstly, based on the idea of vot-
ing and feedback, the course of this clock synchronization algorithm is given. Then, to solve the problems caused
by communication delay in algorithm process, a solution based on D — S theory is proposed. Finally, the test ex-
periment is performed and the results show that the proposed clock synchronization algorithm can improve the se-
curity of the clock synchronization.

Key words: Internet of Things; clock synchronization; D — S theory ; security ; competition ; communication delay

I C N EX R A IR ) NCE |
1 3 B SEFRHE 1) SR A A 10 X, I 9 10 AR
Sy 22 NP L i
PP UL P F i e e PO R RRIORARL AT,
i e S S T B - I I 5 1 A 0 e 4 3 B A IR A
SEUT IR L : IR R L 5 B R A1 RS AR
BSOS IR B4 55 e o Sk MR R AR
TR S AR BRAL U A B 5 T S B 4 Ik Y D) R g 4 A A )
DIEERGRA S as B —EY W WK K% B3R [ 84T 8, V5 2 B

* W RE B #2010 - 09 - 19; f& B B #3:2010 - 11 -29
EETH: B R SHH AT AR (863 7% ) 41 #74T 5 & F 8177 B (2010AAJ133)
Foundation Item: The National High — Tech Research and Development Program (863 Program) of China (No.2010AAJ133)

- 61



www . teleonline . cn

RLIREAR

2011 4F

BRI R Z I ) 1, DRty B T O 2% 1) [l K
224, B2 A PR I L LI 55K i, AP oE 2 Al
SR FE Y s R

(5 B s [ S s R i 3R S 0 7E
PR AR 22 LR e, 49100 RS B 1 R
AHEPIRIR] AR e ) 008k il 5 55, A0 00K 1) g 4 ]
ARG EIRIER -, R, b R AR TR
TR G RR Z — o

FEGE A7 T8, T AT LASE I3 A R 4 5 ) e )
A A A el Y TR A B Tk IR R 1B AT
I, Ik I A ) 25 22 4 O AF 58 B AT BB A BRI
bR

VB I T ) 2 4 [ i 22— 2 AT [ 4 T 5% A
PP st . HAT TR A A TE— A L, X
AU =7 TR G ]«

(1) H AT A S8 R R B2 8 B TR R
NP P R L & N T R A
(RFID) \ 2= T35 J 8 3 Fie 95 55 U, WF 58 R W 55
2, SCHR[ 2 X SE AT 1 BLUF I EiR o (AR A e
WV 22 1 A S AR 22—, B b ] 25 (] R 20
13BN ERE IR IR TR ANT I, DT TR Z

(2) Py I S LA 356 90 DAy SRl , 0f i ] 257
BRI B 2453 TIR AW, BUS TR BER I
JEH P B S b, e A 2 NTP B0,
HAFR A Network Time Procotol, BJJ P £& Bt 4h 13 o
BRI T S0 A W 45 b 4R T I B U
i, R PRI I 55 . NTP BRSO E 1 ] 1)
IEHL, 7T DA @ R b HRAR AR 2 s ety
{E G 1700 190 45 PR S P 22 B s e

(3) H RG22 2N T% BRI F 58 538, 7T LA
AR IR IO A0 35 122 e IO, A2 St IO i K o 52 3
Bl 5 BRI —FhA G M 41

18 s P 2 b A I ] 255 L 1 AT AR R
M, HETCA Z R0 % 2 1 26 1 ) b ] 20 22 42
Bk BT R BRI R S (B e B A
TP e AP g [ B DG 2 B 4 ) 25 v A 4 (] A8
VA A B 7% 1 O 238 3 15 B R )N 1 XA, PRIt
DAELIR ) Ay Btk 64 ) 10 O T V5 A 25 1 TRt ) 24 o e
[ 20 5k,

Pk e R E H g5 52 2 AL, FR 3R E )
S P i e [ 2 22 4k 1Y) 2 WL B SR B B s 21
I, BT X Ik I ) A 1] 2542 4 F 9 B A R, AR SO
T ) IR A e o e ) 2D 2 48R LK

. 62 .

SLYGLERRW] , 5 X HE 22 ax it pi ] 2B FR A LE
SCHA I ) 25 30 RE 2 207 I 2% 30 £ B 28 AN 5 1
DU I S BG P TR R 0 2 2

2 RHEHREHETE

TEHIRIM, o 1 ORUER B )42 (9 2 4k, B0
AT BB S A, A S B RO URATE . &
Jusie LS 22 6 I B IR 55 e b AT R 28 i ad e R
AR IR AR S5 28

B IR I IR0 e B A 1 S e {ELERT S B R0
HIRFFER, HH 1Y 522, B AR 19 4 SRR
oK DO P e ] 205 222 4 B0 08 00 2453 5 LA
B g o5 A SAEINEL o DR, T R I A [ 25
GARTRIFAE T YN

ARTCHR I [F] 20 2 AT A T AL
f14, BV HAT i 25— Pk o e 55 e i 77 22 A2 FLE IR 55
AR B E s TER D i R, B S E A A A
AR ISPl IR 55 2 Je L ST 5 I R 95 A EA T I Bl ) 2

HARR AR R -

(DHERBEESMT

DI i=1;

2) BB RS @ AT HER A
3Wj=1;

4)j7éi,%j: i, j=j+1;

SRR S 2% i a3 ShEE X Bh IR 55 A% 5 19 kAU
Pl 3 NTP 335 B SR B i R 55 2 5 1 e
PR

6)# j=n(n NEERFSAEE),i=i+ 1,18
[ 2 4

TV A, =7+ 1,0R 5 4 4,

()5

DI =1;

2) BRI 55 A% i TEI AR O B 25 MH, %k A
2 e LR TR ) I () B 55 8, O 1) L5

37 iz n(n ARG HGEED, i=i+ 1,18
|5 2 25

(3)Geit EBOTHI W

DICi=1;

2)BFEP R G4 @ deit B BRI SR

3) 4 RSO L E A, BRI I 55 2 E B A
LA

MFF i#n(n ARG HELD, i=i+ 1,18



1 EPE F LT D - S BB 58 2 Tk 5 266 1]
[m1%5 2 45 FOR BLAEAERE m, (o) BOSRIBGRIE T 341
(4) 7% ;i B ] 28 (D) PP S eSS my (¢)

1) % 1 e — I iR 55 45 5

2) % A B IR 55 AR T 2L 4

3) A I Pl IR 55 i A2 22 4 Y, R T NTP [R] 2253
AT 2

4) 77 A R 55 A e AN 2 Ay, U Sk T G Al
f 55 s , LAGRE SR AN [R] A8 R v, 5 B ik ) —
AP R 55 %

3 ETFTD-SHZEMEFIRT

AR I [ A5 2 A SR ) R ) A 2 (ke 4
A IR 55 1 A5 0 28 A X FE AR R 1 R R T AT
Mo (RAESEBRTG L, T 9 45 GE 38 (9 A1 7 1 5
M, SR T Rl RS 00 R I 22 R B v
BT R e A TR I 2 SR 11 4 4 M W
Jiido
D - S UEHE IR TEA I & PE R il A iy
T AT 25 AT DL 32, 4 A DR 25 S8R 1 A A ) R I
H 25580 32 W o BRI, AT e o 10 7 s Al 55
AT A
BF D - S TIEHE BRI F U e Al il 25 51T A 1Y
S, 5r R 3 AR 12
3.1 RAMEZRAIEL
DS JEHE PSR A UIAE SR B, % O
R T A ATREBUA M — e S, HITE7E O N
TR MR HAMER, N 0 i T iR pIHELRE
TE ST 5 A AR R I RE SR
O=1tt1,10,13, 1,0l (1)
K, e, =1,2,3, -, n BEHEIRSS 4% @ A NTP [A]
R e AR S5 25 0 RE B o S A
FE A
3.2 EREEERNEZX
DS GEHE S SR U4 AL UM AE S b X BT A
W —AMEERE RN BBA, %5 O & —iHBIHESE, i
Bom 200, 1FEW L FHIApE
m(®) =0 (2)
Dim(t) = 1 (3)

SRR (1) Jo AN 45 20 A e B 8, 1 1
SEHE RO ALIE BBA, 1O PR FI I A% 4
P A B R R R AR A R AE A

UK NTP 15 4 file 55 i 2 4% 9 2% 3 £ 45 4 147
DEACAT B R, EATT B 199 28 O 2 A s A28 [] B A A K72
AR AT BEMEAS IS, PRI JHE i i Qi B K 22 1 L S B
o P, Il g A% B IE AR AR BE my (o) BRI
/N WL BTN

&
my(1;) = e X W
e = ¢ (4)
i=1
n 1
& = Z
ST V0 =01

3, 0; R0 5353 g X6F o7 B [8] iz 55 4% @ 1 # IS [
A% o

(2) AR IE B UESEAF AR E moy (1)

F2 g /IN I SIE i B A SIE R ) 1] [ 251
FEND BT REPE B . PRI, B AR A AR I 4 A5 A 2
my () R AT R

mz(ti) = % X Wy

g = Z; 5, (5)
Bi = 1/0;
2, 80 RS LI TR S5- 2% 0 A BEAR SEAR

(3) B AR SE IR A UESE AR AL L ma (1)

PR Ere/ N HE JEURE A i/ NI AR AT IR , 47 A HE
R, [P RZEH R B AT REMBOR . I, B AR HEIR
AAUESRAEAERE ma () RRIBGRE AR FoR
Vi

ms(t;) = 7 X w3

N = 2771‘ (6)
i=1
1
T S = b
3
E’M}i = 1 (7)

A, 0y, XN B8] IR 55 % @ B H AT B/ B AR AE
Rsw; 3 AR IESE BBA B L 2 50, &A1
BIFIR 1o
3.3 NTP B ERIETEE K
FIIFH Dempster 5 AL, X5 3 A B B EHE 1915
FEEE my () AT G, B A AT HER
. 63 .



www . teleonline . cn

RLIREAR

2011 4F

oo i
o
7= mi(t;) + ma(e) + msy(t;) (8)

7= ﬁ:m](ti) + my(1;) + m3(t;)

A R 5 A B TPURIAE S o 54 i 55 e s T
GRBIEAERE m (1) o A7 5— ] AR 55 2 15 11 2
m ()T HCBE R —A TR ¢, T LUAE 2
[ R 55 s AN 2 4

4 FEXE

4.1 FEXBRS

PRI Ay 552 s 3R X ) AN AT 5, TG 7 S s I 2%
R A SR SR I B e A SR i AAS SR T M 4%
A A B B R 28 45 IR O kA Dy S T
B 445 AR PE R OMNeT ++ , JHE R 57
I 45 3 i R L5 - 16

&R S R g K 1 iR, B, Source
28 A S IR, 7 A B B R AR E Y ) 45 0
ST Sink $EUCME L, A B R MO B B
RIS , BT 00— 1~ 5 % 14 3 £ 2o AR 1) 5 NTP B ]
255 #% S B NTP s, N3 A — A fERR AR . A
T TR LS AR AR, A R 55 g N & A — 1
FEIR AR 5 W 32 ML R 15 I Ao IR 55 4% 114) JE 38 Ff
(i) B4 R 55 s (R kA, D R UG Bsf b Al 55 i 1) 22 4
PEFIWTEE IR 5 I 45 B4 Ry S # AL (Switch) , B X #E0K
BN HIH B, SR IG HEBNE T buffer, $5c 254 % [1] 5]
R L

m_J m_ ]
% 0 0 0
Source NTPHY [R]|[fk %% 28A Sink
| [
SRCHFOHROR B D
ZHHL
| NTPH 7] 45 B
SR A EM T
"0
NTPHY A i 45 28 C

K1 iESR RGN R

Fig.1 Schematic diagram of simulation system
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Table 3 The result of the network simulation experiment

L FET NTP SRR T D- SEESHI
e

A B C A B C

1 T T F T T F

2 T F F T T F

T T F T T F

3

LT NTP 3EAFELT D — S 3540 192 4 1 ) b
SERGIT IR 4 PR, Hob, AW RS FE AN %
SIBTRIIR S5 3% C R Ry 2 4, B 2 4 i il A R
S5 A FI BRI A AN 28 4 5 AR S 540 140 OB D) 2 1 g 1)
raeoe il

F4 THEERMGIT

Table 4 The statistics of results

=EE4y FET NTP ST EF D - S gl

KB /byte HRUEC IEIVOE  SERIE IERIUEL
0 0 60 0 60
1 500 6 54 1 59
3 000 38 22 9 51
3 4 T

(D5 BIEAS BB AT, P28 I 5/, 2% SE 3R
INEETF NTP SEF LT D - S 35 4 Bk AR B 1
F KT NS 22 D ek 1 A

()bl 17 B U5 B AL BEHE I, X 2% Ji dit 44
K, IS HEIR HANH Bl 2 38, 25 5 fof 0 28 A% i
PIAEIR BEAE T HE AN XTRR, BEIR T NTP 5895 1 i $2 2%
R, BT NTP 58 40 18 52 4 I Uk et 34 o

FERTLE T, 3T NTP Se 4 (& WSk A

65.



www . teleonline . cn

RLIREAR

2011 4F

TER AR, B DR AE 1 I 245 3R S R ATL A , BP9 2%
FEIRIEAN , (A AEIR BEARATS A X PR )45 L B /N E
BB

(3) Fifi 5 X 4% i e 348 K, 0 O TP e 0 e 1 1
UOBHTHE N AT D — S 35433 1k i Al 2 A W v 8
TR THET NTP 35 Bk A A5 I TR B, X it
B AEAR ACREE L 7 R o0 285 i SR A P OS2 I

SZ AT NTP S5 iy L 250k T D -
S T 4 1Y) A A RE R MR i e TR B R ) A IR 55 4
FRE T, L 1 HEAE P 8 el 49 a5 k% iR (]
AR RE

5 H#RIE

N T B AR X A S 2 T R A ] 25 Y
i, ARSCRE T — Rl b Al 25 2 ik, g i T30k
AR, AT DS BRI A Tk 1 ) 2% 3045 S 8 A )
PUMERT, JE 07 FLSC IR A SR T AR AN R 4590

(1) 3CH P i ) 25 22 2 Sk RE R B AE I 4%
T A AR ANER 2 I D0 T B9 N2 1Y s e, 5
X O PR 2 A [ 25 0 AR B, MR AR i 1 il )
pRIE7E e

(2) B P 265 00 10 O, P 405 S 38 S AN 5 1
SR, SCHP IR I e [A] 25 22 e FA PR RE QR AR, BRI
H B TR RN 2 2R, B IS LU A 2 A s ] 2
FREAN L, BRI /MT 225

(3) FR IR B 28 HE IS K HEANT 5 PR3 K, S
JIr gt [l 20 22 42 0% B T R A9 R R, (EL A R
MBS D o B2, AT R o 318 7 s 8 T 55
PR AR T BRI LU 55 R IR AT

R o st e [+ A2 0 3 [ K R s S A
RS HFT BT TEBCR R Z . AR 1Y)
G DO ] o ] 252 TR N 4 IR AT — 7 ) £
A

S0k :

(1] 7eds, sk, XI55, 55 . EPBN (S B IR5F R 4E
WEFE[)]. T4, 2006(12A) : 2514 - 2517.
NING Huan - sheng, ZHANG Yu, LIU Fang - li, et al. Re-
search on China Internet of Things’ Services and Management
[J]. Acta Electronica Sinica, 2006 (12A): 2514 — 2517.
(in Chinese)

(2] AN PRI A AR S SR R BESE RaR [ ]
AEHTHB R 5744, 2010(3) : 1 - 9.
SUN Qi — bo. Internet of Things: Summarize on Concepts,

.66.

[9]

[11]

[12]

[13]

Architecture and Key Technology Problem [ J]. Journal of
Beijing University of Posts and Telecommunications, 2010
(3): 1-9. (in Chinese)
TAM, SN, 55°F, 45 . Pk 1A R 450 5 A ¢
BRWFFELT]. FE BCHE L K227 4 (A AR iR,
2009,29(6):1 - 11.
SHEN Su - bin, FAN Qu- li, ZONG Ping, et al. Study on
the architecture and associated technologies for internet of
things [ J]. Journal of Nanjing University of Posts and
Telecommunications, 2009, 29(6): 1-11. (in Chinese)
R, W SR, WP . TCLAG A W 25 i 7] 25
BARZER LT AR, 2006, 27(1): 355 - 358.
LI Feng — bao, JIANG Yi- yuan, PAN Ze — you. Survey on
time synchronization in wireless sensor networks[ J]. Chinese
Journal of Scientific Instrument, 2006,27(1): 355 — 358.
(in Chinese)
Wosell, RO . JCZk A% B I 2% I [ A0 33 vk 20k
L] HEBLRH, 2005(5): 1170 - 1172.
YANG Zong — kai, ZHAO Da — sheng. Survey of time syn-
chronization algorithms in wireless sensor network[J]. Com-
puter Applications, 2005(5): 1170 - 1172. (in Chinese)
WEY, BES, BARME. —FEim s8I0 LG5
R 2% b 2 i R P SRE )] AN RAPLR S,
2008, 29(7): 1353 - 1336.
YANG Chun — ming, QU Yu - gui, ZHAO Bao — hua. Novel
Protocol for Secure Clock — synchronization in Dynamic Wire-
less Sensor Networks[J]. Journal of Chinese Computer Sys-
tems, 2008, 29(7): 1353 — 1356. (in Chinese)
RFC 1305, The Network Time Protocol (NTP)[S].
WHESY . T R gk [A) 40 5 NTP PR [)]. B3R
BL, 2004, 18(5): 54 -56.
SHEN Yan — fen. NTP of network clock synchronization[J] .
Modern Computer,2004, 18(5): 54 - 56. (in Chinese)
wAa, B se, BAMG. NTP e [F2E M RERE TR ()]. =
WEIFA4AR, 2004, 26(6) : 47— 49.
XU Yi - shan, TAO Ke, HE Peng. Study of Performance for
NTP Time Synchronization[] 1. Journal of China Three Gorges
University, 2004, 26(6): 47 —49. (in Chinese)
Zeng Cheng. Open frame dempster — shafer theory and its
application in data fusion[ D] . Beijing: Beijing Institute of
Technology, 2005.
Josang A. The Consensus Operator for Combining Beliefs
[J]. Antificial Intelligence,2002,141(1):157 - 170.
LUO H, YANG SL, FU C, et al. A new evidence combination
rule based on the support degree of focal element [ C]//Pro-
ceedings of the 4rd International Conference on Fuzzy Systems
and Knowledge Discovery . Haikou: IEEE,2007:432 — 437.
ZEUAE, RIGIR, SH T4 . Internet 25 IS [a] B 13 S B
9] HHRHLLRE, 2002, 28(2): 37-39.



FU BT D - S WRTBI IR D 58 e 0k

A 266 HE

LI Ming — guo, SONG Hai — na, HU Wei — dong. Principle
and Implementation of Internet Network Time Protocol[ J].
Computer Engineer, 2002, 28(2): 37-139. (in Chinese)

[14]  BSCfR, skRTy, Wimi, 55 . SR T AT PC ARG Y &
K5 0 28 I SE I 8 7 32 [0 ] R, 2006, 17(2)
275 -284.
LI Wen — wei, ZHANG Da — fang, XIE Gao — gang, et al. A
High Precision Approach of Network Delay Measurement
Based on General PC[J]. Jounral of Software, 2006, 17
(2): 275 -284. (in Chinese)

[15]  Toxiife, AR VR vt 53 238 15 ) 46 I e ] 25 B
FERAEREDTELI] . T E,2009(5) : 173 - 177.
YU Hui - you, ZHOU Chun — hui, XU Xi - bin. Simulation
Analysis of Time Synchronization in Packet Networks[]J].
Computer Simulation, 2009 (5):173 - 178. (in Chinese)

[16] Giorgi G, Narduzzi C.Modeling and Simulation Analysis of
PTP Clock Servo [ C]//Proceedings of 2007 Internation
IEEE Symposium on Precision Clock Synchronication ( IS-
PCS), for Measurement, Control and Communication. Vi-
enna, Austria:IEEE,2007:155 - 161.

EE® T

F 1966 - ), B, WM G A, 2007 43R L2 A
BNy i G AR, SRy 1) A s 5 2% I ] 205

WANG Bo was born in Yantai, Shandong Province ,in 1966. He re-
ceived the Ph.D. degree in 2007.He is now a senior engineer. His re-
search interests include sensors and networks, clock synchronization.

SR (1960 - ), 5, INARMA G A, 2003 4522 4
B AR WA S, BT Ty 1) o B R AL B AL R
CES

LV Jun — wei was born in Yantai, Shandong Province, in 1960.
He received the Ph.D. degree in 2003. He is now a professor and
also the Ph.D. supervisor. His research interests include image pro-
cessing and sensors networks.

FiRiF (1984 - ), 50, INARZEEN 0T, 2 200t
FEI5 i) J A s 0 245

YU Zhen — tao was born in Shouguang, Shandong Province, in
1984.He is currently working toward the Ph. D. degree. His re-
search direction is sensors networks.

Email ; shouguangyzt @ 163 . com

CHU VB AR 2l 25) AIE R 3 o

CRIREAR ) (A FDBITIT 1972 4, 2 o o [ 04 R o 7 BRI FE B A BRI, 2 248 5 T
RV USRS [ B ) R RHIT A s SN Se e A ot e B A T 00 5 2RSSR A 25 B o AE IR
% T EWNZE TR H N, SR 0 E SN EFHOR 55 6 1 ot K R Bh A IR 55 T0F & 287 ot B i I Tl s
B CRLTRBEAR Bl 285 6 i A ] P4 L 42 T 12 R Tk S A R BA TR AR 9 H A5

PRVl N 23 R GBI B BRSO o
Pt sk«

BT &
DR

KA ESR e B

R RS

& RATERIE
BBIRT

(1) 3CH 55 0o VI Bf , ViR 5 B, 208, B AT 5, BUR TS 2E , SCPRT
(2) SCHR— AR I 4 000 7, SRSt word SCRY , X - 3CH A 18 37 LA R HE X0 I ik 2295 5 4%

T 5

(3)Fechia 55 & 4 , B T iffmbr B SCTHEA H Ak 5
(4) 1555 Wh >R A Email B8, BRE M : dianxundongtai @ 163 . com. e fi id i BVE & TR0 5 Huhk B AR

TR A 5

(5) AT 2@ RS A 15 I Z XA A I, Tt L 8 sl 5 W e e P o 2 O, g B R i

PG AR E AR AT AT B . WA —Z TR, AN TR E ST A I 2 SRR T 20—

fazt, ENEHR A7,
B 15:(028)87555677 87555634

f& E:(028)87538378

.67.





