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A Robust Message Passing Mechanism against Potential
Attacks in Power Line Networks

WANG Zhengyong' ,BAI Hua',WU Di',CHU Ruxu®, WANG Taoyue’ , LIN Bin’

(1. Zhejiang Huayun Power Engineering Design Consulting Co. ,Ltd. ,Hangzhou 310004, China;
2. Hangzhou Zhiwei Yilian Power Technology Co. ,Ltd. ,Hangzhou 310030, China)

Abstract ;: Message passing( MP) mechanism on network structure is an important tool to understand large-
scale network structure and realize attribute prediction of network nodes. However, in the power line
communication( PLC) network , it is impossible to deploy complex identification and verification computing
modules on the terminal and the link,resulting in the failure to build a trusted MP mechanism in the PLC
network ,so that the malicious counter attack behavior for potential attackers, such as malicious change of
meter data,malicious concealment of terminal faults,etc. ,can not be eliminated. For this reason, this paper
takes the power node anonymity as the motivation to hide the power node location in Gaussian noise,so that
the attacker can not locate the specific target node and resist potential attacks. Firstly,the node localization
theorem is proved ,and the mathematical model of graph information transfer in the Fourier domain is given,
so as to show the specific quantitative index of the mainstream MP model ( graph neural network ). Then,a
generator is designed to generate node positions from Gaussian noise to realize node anonymity. Finally, a
countermeasure generation network is designed to realize accurate modeling of PLC network. Experiments show
that even if the location of nodes in the power line is completely hidden,accurate MP can still be achieved
through end-to-end training,so as to build a more reliable PLC network understanding mechanism.

Key words: power line communication network; message passing; potential attack ; malicious attack;
adversarial attack ;countermeasure generation network
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