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Robust EWSPRT Cooperative Spectrum Sensing Scheme
against SSDF Attacks

LIU Quan , GUO Yun-wei , GAO Jun , LIU Si-yang
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Abstract: This paper compares the sensing performance of several typical cooperative spectrum sensing ( CSS)
strategies under spectrum sensing data falsification (SSDF) attack in cognitive radio networks, and presents a
new CSS scheme named as enhanced weighted sequential probability ratio test (EWSPRT). In the proposed
scheme, each secondary user(SU) firstly makes a two — bit local decision via energy detection, then collects the
decisions from nearby cooperative users, and finally obtains a decision with some decision fusion rule. The mod-
ified rule for updating the credit level can reduce the fusion weight of those potential attackers as early as possi-
ble, which effectively decreases the negative impacts of SSDF attacks. As represented by the Monte — Carlo sim-
ulation results, the EWSPRT scheme has better robustness against SSDF attacks than the traditional schemes.
Key words: cognitive radio; cooperative spectrum sensing; spectrum sensing data falsification attack ; weighted se-
quential probability ratio test
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Fig.2 Performance comparison of several CSS
schemes under SSDF attacks
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